per 



WORLD rNTELLECTUAL PROPERTY ORGANIZATION 
International Bureau 




INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT) 



(51) International Patent Classification ^ 

G06F 15/28 



Al 



(11) International Publication Number: WO 93/19428 

(43) International Publication Date: 30 September 1993 (30.09.93) 



(21) International Application Number: PCT/US93/D] 334 

(22) International Filing Date: 12 February 1993 (12.02.93) 



(30) Priority data: 

853,503 



18 March 1992(18.03.92) US 



(71) Applicant: ARACHNID, INC. [US/US]; 6421 Material 

Avenue, P.O. Box 2901, Rockford, IL 61132-2901 (US). 

(72) Inventor: MARTIN, John, R. ; 5635 Nebeshonee Lane, 

Rockford, IL61103 (US). 

(74) Agent: KUELPER, Jean, Dudek; McAndrews, Held & 
Malloy, Ltd., 500 West Madison, Suite 3400, Chicago, IL 
60661 (US). 



(81) Designated States: CA, JP, KR, European patent <AT, BE, 
CH, DE, DK, ES, PR, GB. GR, IE, IT, LU, MC, NL, 
PT, SE). 



Published 

With international search reports 



(54) Title: GAMING DEVICE PROVIDING HIGH SECURITY COMMUNICATIONS WITH A REMOTE STATION 



OPERATOR'S 
STATION 



1J 









MPU 


A 5 




V 

N 



(57) Abstract 

A gaming device (10) is 
shown having one printed circuit 
board (42) that includes a game 
control processor (20); at least 
one memory storing game opera- 
tion information (22, 24); and a 
light transmitter (36) for trans- 
mitting encoded information re- 
presenting selected game opera- 
tion information that is stored in 
the memory. The gaming device 
(10) also includes a communica- 
tion printed circuit board (44) 
that has a light receiver (40) for 
receiving light encoded informa- 
tion from the light transmitter 
(36); at least one memory (52, 54) 
for storing game operation infor- 
mation as represented by the 
light encoded information re- 
ceived by the light receiver (40); 
and a communication controller 
(50) that allows communication between the gaming device (10) and a remote station (18). Because the light transmitter (36) can 
transmit information to the communication board (44) but cannot receive information therefrom, communications between the 
gaming device (10) and a remote station (18) are allowed without compromising the integrity or security of the operations of the 
gaming device (10). 
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GAMING DEVICE PROVIDING HIGH SECURITY 
COMMUNICATIONS WITH A REMOTE STATION 

r 

TECHNICAL FIELD 
The present invention relates ' to a gaining 
device and more particularly to a system that allows 
communication between the gaming device and a remote 
5 operator station to allow game operation information 
to be transmitted to the remote station while 
preventing the operation of the gaming device from 
being altered from the remote station. 

BACKGROUND OF THE INVENTION 

10 Gaming devices are known that allow 

communication between the gaming device and a remote 
station run by a jurisdictional authority, such as a 
State administrator. The jurisdictional authority 
typically requires that such communications be 

15 initiated only by the remote station and not by the 
gaming device. The restrictions on the 

communications between a gaming device and a remote 
station are to ensure the security and integrity of 
the gaming device operations. However, it is often 

20 desirable that the operator of the gaming device be 
able to communicate with the device from a remote 
location so that the operator can simultaneously 
monitor a ntunber of gaming devices to ensure that 
they are operating without difficulty. Heretofore 

25 jurisdictional authorities have not allowed the 
operator to communicate with the geuning device from 
I a remote location due to the risk that the 

operations of the device will be t€unpered with by 
downloading information to the device. 
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SUMMARY OF THE INVENTION 
In accordance with the present invention, the 
disadvantages of prior gaming devices as discussed 
above have been overcome. The gaming device of the 
5 present invention includes a high security 
communication system that allows communications 
between a remote operator station and the gaming 
device while ensuring that the game controls of the 
device cannot be altered from the remote station. 

10 More particularly, the gaming device of the 

present invention includes a game controller for 
controlling the operations of the gaming device and 
for monitoring the operations of the gaming device 
to provide inforaation representative thereof. A 

15 first memory is coupled to the game controller for 
storing game operation information. A transmitter, 
is responsive to the game controller for 
transmitting encoded signals representing selected 
game operation information that is stored in the 

20 first memory- A receiver receives the encoded 
signals transmitted thereto to generate an 
electrical signal representative of the selected 
game operation information. A second memory is 
coupled to the receiver for storing the selected 

25 game operation information. A remote communication 
controller is provided for transmitting the game 
operation information stored in the second memory to 
a remote operator »s station. The transmitter and 
receiver are preferably such as to allow the 

30 transfer of information in only a single direction 
so as to prevent access to the game controller via 
the communication controller. The transmitter and 
receiver may take the form of electro optical 
devices such as a LED and a photocell, although ^ 

35 other devices restricting the direction in which 
information can be transferred may also be employed. 

In a preferred embodiment, the game controller, 
first memory and transmitter are contained on a 
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first printed circuit board and the receiver, second 
memory and communication controller are contained on 
a second printed circuit board there being no 
electrical connection between the two circuit boards 
5 to prevent tampering of the game controller via the 
communication channel with the remote operator 
station. The gaming device of the present invention 
thus allows an operator to monitor the operations of 
a gaming device from a remote location without 

10 compromising the integrity and security of the 
gaming device. These and other objects and 
advantages of the invention as well as details of an 
illustrative embodiment will be more fully 
understood from the following description and the 

15 drawings . 

BRIEF DESCRIPTION OF THE DRAWING 
Fig. 1 is a block diagram of a gaming device in 
accordance with the present invention; 

Fig. 2 is a flow chart illustrating a game 
20 controller routine for controlling the transmission 
of game operation information to a communication 
circuit board as depicted in Fig. 1? and 

Fig. 3 is a flow chart illustrating a 
communication controller routine for receiving and 
25 storing data as well as for initiating 
communications with a remote operator station. 

BEST MODE FOR CARRYING OUT THE INVENTION 
A gaming device 10 in accordance with the 
present invention includes a cabinet 12 for housing 

30 the game operation controls 14 and controls 16 to 
allow communications between the gaming device 10 
and a remote operator station 18 without 
compromising the security or integrity of the game 
operation controls 14. 

35 The controls 14 of the gaming device include a 

microprocessor 20 that operates in accordance with 
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software and data respectively stored in a ROM 22 
and a RAM 24 in order to control the operation of 
the gaining device. The microprocessor 20 also 
monitors various events concerning the operation of ■? 
5 the gaming device via a number of sensors generally 
designated 26, The sensors 26 may include a door 
open sensor in order to detect when a door on the 
gaming device cabinet 12 is opened to indicate that 
someone has access to the controls 14. The sensors 
10 26 may also include a sensor for detecting when a 
coin hopper or bill stacker is almost full. If the 
gaming device 10 includes a printer for providing a 
printed record of gaming events, a sensor 26 may be 
provided to generate a signal indicating that the 
15 available paper is almost depleted. These are just 
a few of the sensors that might be provided within 
the gaming device . 

The microprocessor 20 is responsive to the 
signals received from various ones of the sensors 26 
20 to store geime operation event information 
representing the sensor signals in a RAM 24. The 
microprocessor 20 also stores history records in the 
RAM 24 wherein the history records include the time 
of occurrence of each win and the payout of that 
25 particular win, etc. Counter information is also 
stored in the RAM 24 under the control of the 
microprocessor 20. Such counter information 
includes for example the total coin or bill intake 
of the gaming device. The microprocessor further 
30 stores diagnostic and status information in the RAM 
24. The diagnostic information or status 

information preferably includes an alarm flag ^ 
indicating a sensed condition that warrants 
interruption of the operation of the gaming device \ 
35 or that warrants the immediate attention of the 
operator. For example, in response to a door open 
signal from a sensor 26, the microprocessor 20 
prevents further operation of the gaming device 10 
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and stores in the RAM 24 an alarm flag indicating 
that the operation of the gaining device has been 
suspended due to a sensed open door condition. 

In order to communicate with a remote 
5 jurisdictional authority's monitoring station 30, 
the controls 14 include a modem 32 that is coupled 
through a port 34 on the cabinet 12 to a local area 
network to which the monitoring station 30 is 
connected. The microprocessor 20 is programmed to 

10 allow communications with the remote station 30 to 
be initiated only by the remote station 30. 
However, to allow the microprocessor 20 to 
communicate information to the operator's station 18 
without compromising the integrity of the controls 

15 14, the controls 14 include a transmitter 36 that is 
capable of transmitting encoded information but that 
is not capable of receiving information, the 
transmitter 36 transmitting information as selected 
by the microprocessor 20 to the communication 

20 controls 16. The communication controls 16 then 
transmit the information to the operator station 18. 

The transmitter 36 may be a LED that generates 
a light encoded signal representing the selected 
game operation information stored in the RAM 24 and 

25 the receiver 40 may be a photocell positioned with 
respect to the LED 36 so as to receive the light 
encoded signals transmitted from the LED 36. In 
response to a received light encoded signal, the 
photocell generates an electrical signal 

30 representative thereof. 

The communication controls 16 include an input 
interface 46 coupled to the photocell 40 to buffer 
the data received, the input interface 46 being 
coupled to a microprocessor 50. The microprocessor 

35 50 operates in accordance with software stored in a 
ROM 52 to store data representing the infoinnation 
received by the photocell 40 in a RAM 54. The 
microprocessor 50 further controls communications 
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with the operator station. More particularly, the 
microprocessor 50 may initiate communications with 
the operator station 18 via a modem 56 and/or the 
operator station 18 may periodically poll the 
5 communications board 44 to allow the game operation 
information stored in the RAM 54 to be transmitted 
to the operator station 18. It is noted that the 
microprocessor 20, memories 22 and 24 and 
transmitter 36 are contained on one circuit board 42 

10 while the microprocessor 50, memories 52, 54 and 
receiver are contained on a different circuit board 
44, there being no direct electrical connections 
between the two boards. It is also noted that those 
sensors which are not integral to the operation of 

15 the game, such as the paper depletion sensor, may be 
directly coupled to the communication board 44 as 
indicated by the dotted line 45. Such an 
arrangement allows the microprocessor 50 to directly 
monitor various operations of the gaming device such 

20 as those operations relating to the maintenance of 
the device without compromising the integrity of the 
game operation controls 14. The communications 
board 44 may also have a power supply 58 separate 
from the power supply 60 of the game control board 

25 42. 

The microprocessor 20 may periodically, at 
predetermined times or upon the occurrence of 
predetermined events control the light transmitter 
36 to transmit selected information stored in the 

30 RAM 24 as discussed with respect to Fig. 2. More 
particularly, the microprocessor 20 at a block 70 
first reads diagnostic and status information from 
the RAM 24. At block 72 the microprocessor 20 
transmits the diagnostic and status information via 

35 the transmitter 36 with coded information 
representing the type of information being 
transmitted. Thereafter, at block 74 the 

microprocessor 20 reads the various counter 



wo 93 19428 



PCT/US93/01334 



- 7 - 

registers in the RAM 24 and at block 76 the 
microprocessor 20 controls the transmission of the 
coimter information with a coded word identifying 
the type of information via the transmitter 36 ♦ At 
5 a block 80, the microprocessor 20 reads any history 
records that might be stored in the RAM 24 and at 
block 82 the microprocessor transmits the history 
information with a coded word identifying the type 
of information via the transmitter 36. 

10 The microprocessor 50 of the communications 

controls 16, controls the storage of data received 
by the photocell 40 and initiates communications 
with the operator station 18 in accordance with a 
flow chart depicted in Fig* 3. More particularly, 

15 the microprocessor 50 at a block 84 determines 
whether information has been received from the game 
controls 14 and if so, proceeds to block 86. At 
block 86, the microprocessor 50 determines whether 
the information received is diagnostic or status 

20 information. If it is not, the microprocessor 
proceeds to block 88 to store the received 
information in particular locations in the RAM 54. 
If the microprocessor determines at block 86 that 
the information received by the photocell 40 is 

25 diagnostic/ status information, the microprocessor 50 
proceeds to block 90 to determine whether the 
information includes an alarm flag. If the 
information does not include an alarm flag, the 
microprocessor proceeds to block 88 to store the 

30 diagnostic/status information. If, however, the 
microprocessor 50 determines that an alarm flag is 
included in the diagnostic/ status information, the 
microprocessor at a block 92 temporarily stores the 
alarm flag and initiates communications with the 

35 operator's station 18. Thereafter, the 

microprocessor at block 94 controls the transmission 
of data stored in the RAM 54 to the operator station 
18. The microprocessor 50 is also responsive to a 
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polling signal from the operator station 18 to 
transmit the information stored in the RAM 54 so 
that the operator can monitor the operation of the 
gaming device 10 remotely along with various other 
5 gaming devices under the operator's supervision. 

The gaming device of the present invention thus 
allows an operator to be able to communicate with a 
gaming device from a remote location without 
compromising the integrity of the game controls 14. 
10 Since changes may be made in the above-described 
system without departing from the scope of the 
present invention , it is intended that the above 
description and drawings be interpreted as 
illustrative and not in a limiting sense. 
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CLAIMS 

1. A gaming device comprising: 

a game controller for controlling the 
operations of said gaming device and for monitoring 
the operations of said gaming device to provide 
5 information representative thereof; 

first means coupled to said game controller for 
storing said game operation information; 

a transmitter responsive to said game 
controller for transmitting encoded signals 
10 representing selected game operation information; 

a receiver for receiving said encoded signals 
to generate an electrical signal representative of 
said selected game operation information; 

second storage means coupled to said receiving 
15 means for storing said selected game operation 
information; and 

remote communication means for transmitting 
game operation information stored in said second 
storage means to a remote operator station. 

2. A gaming device as recited in claim 1 
wherein said remote coxamunication means includes 
means for initiating commxinications with said remote 
operator station. 

3. A gaming device as recited in claim 1 
wherein said remote communication means includes 
means for receiving communications from said remote 
operator station. 

4. A gaming device as recited in claim 1 
wherein said transmitter includes a light emitting 
diode and said receiver includes a photocell, said 
photocell being positioned with respect to said 
light emitting diode so as to receive light 
transmitted therefrom. 



5 
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5. A gaming device as recited in claim 1 
wherein said game operation information includes 
alarm information and said gaming device further 
includes a control means coupled to said light 

5 receiving means and responsive to the receipt of 
alarm information included in said game operation 
information for initiating communications with said 
remote operator station. 

6. A gaming device as recited in claim 1 
wherein said game operation information includes 
information representing a plurality of different 
types of gaming information and said game controller 

5 selectively controls the type of game information to 
be transmitted by said transmitter at a given time, 
the geime operation information transmitted by said 
transmitter including data identifying the type of 
game information being transmitted. 
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7. A gaining device comprising: 

a game controller for controlling the 
operations of said gaming device and for monitoring 
the operations of said gaming device to provide 
5 information representative thereof; 

a first memory coupled to said game controller 
for storing said game operation information; 

electro optical means responsive to said game 
controller for transmitting light encoded signals 
10 representing selected game operation information; 

electro optical receiving means for receiving 
said light encoded signals to generate an electrical 
signal representative of said selected game 
operation information; 
15 a second memory coupled to said receiving means 

for storing said selected game operation 
information; and 

remote communication means for transmitting 
game operation information stored in said second 
20 memory to a remote operator station • 

8* A gaming device as recited in claim 7 
wherein said remote communication means includes 
means for initiating communications with said remote 
operator station. 

9. A gaming device as recited in claim 7 
wherein said remote communication means includes 
means for receiving communications from said remote 
operator station. 

10. A gaming device as recited in claim 7 
wherein said transmitting means includes a light 
emitting diode and said receiving means includes a 
photocell, said photocell being positioned with 

5 respect to said light emitting diode so as to 
receive light transmitted therefrom. 
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11 • A gaming device as recited in claim 7 
wherein said game operation information includes 
alarm information and said gaming device further 
includes a control means coupled to said light 
5 receiving means and responsive to the receipt of 
alarm information included in said game operation 
information for initiating communications with said 
remote operator station. 

12. A gaming device comprising: 
a gaming device control printed circuit board 

including a game control processor^ at least one 
memory storing game operation information and a 
transmitter responsive to said processor for 
transmitting encoded information representing 
selected game operation information; and 

a commiinication printed circuit board including 
a receiver for receiving said encoded information 
from said transmitter to generate an electrical 
signal representing said received information; at 
least one memory storing said received information 
and a communication controller for communicating 
with a remote station to transfer said received 
information to said remote station. 

13. A gaming device as recited in claim 12 
wherein said communication controller includes means 
for initiating communications with said remote 
station. 

14. A gaming device as recited in claim 12 
wherein said communication controller includes means 
for receiving commimications from said remote 
station. 



10 
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-IS- 
IS- A gctming device as recited in claim 12 
wherein said transmitter includes a light emitting 
diode and said receiver includes a photocell, said 
photocell being positioned with respect to said 
5 light emitting diode so as to receive light 
transmitted therefrom. 

16. A gaming device as recited in claim 12 
wherein said game operation information includes 
alarm information and said communication controller 
includes means responsive to alazrm information 

5 included in said received information for initiating 
communications with said remote station. 

17. A gaming device as recited in claim 12 
wherein said gaming device control printed circuit 
board includes means for communicating with a second 
remote station. 

18. A gaming device comprising: 

a gaming device control circuit board for 
controlling the operations of said gaming device; 

at least one sensor for detecting an event of 
5 said gaming device to provide geuning device event 
information; and 

a communication printed circuit board directly 
receiving said gaming device event information from 
said sensor, said commxinication board including a 
10 memory for storing said received gaming device event 
information and a communication controller for 
communicating with a remote station to transfer said 
received information to said remote station. 
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